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HEJIb351

1. BceMm moapsim cooOmarh CBOK YacTHYH HHGoOpMaruio (Hacrosmme uMms, (hamiimio,
TenedoH, aipec, HOMEp IIKOJIBI, a Takke GoTorpaduu CBOU, CBOCH CEMBbH U JIPY3€i);
OTKpBIBaTh BIOKEHHBIE (DAalJIbl AIIEKTPOHHON MOYTHI, KOTJ]a HE 3HACIIH OTIPABUTEIIS;
['pyOuTh, MPUANPATHCS, OKA3bIBATh JABICHUE — BECTHU CeOs HEBEKIIMBO U arpeCCUBHO;
He pacnopsikaiicst qeHbraMu TBoel ceMbH 0€3 pa3pelieHns CTapIlInX - BCETr/1a CIpalInBail
poauTENEH;
5. He Bcrpeuaiics ¢ UTHTEpHET-3HAKOMBIMU B PEATBHON KU3HH - TIOCOBETYHUCS CO B3POCIIBIM,
KOTOPOMY JIOBEpSIELLIb.

H~own

OCTOPOXHO

1. He Bce numryT npasay. Yurtaens o cebe Henpasay B IHTepHETE — COOOIIH 00 3TOM CBOMM
POJUTENSAM UM ONEKYHaM;

Hpnrnama}OT NEepCNrChIBaTLCA, UT'PATh, 00OMEHHUBAThLCS - IMPOBEPb, HET JIM IIOABOXA,
HeszakonHoe konupoBaHue ¢aitio B IHTepHETE - BOPOBCTBO;

Bcerna pacckasbiBail B3poCiibIM 0 Mpo0OJieMax B CETH - OHU BCET/1a IOMOTYT;

Hcnonb3yit HacTpolku 0€30MaCHOCTH U IPUBATHOCTH, YTOOBI HE TOTEPSITh CBOM AKKAYHTBI
B COLICETIX U APYIUX IMOpTaJIax.

agblrwn

MOYKHO

YBaxarh Ipyrux MoJib30BaTeIIeH;

ITonp3yembess THTEpHET-UCTOYHUKOM - JIeJIall CCBUIKY Ha HErO;

OTKpBIBAaTh TOJIBKO TE€ CCBUIKH, B KOTOPBIX YBEPEH;

OOparmarbest 3a TOMOIIBIO K B3pOCIBIM - POJUTENSAM, ONEKyHaM U aJIMUHUCTpPALUU
CalTOB, KOTOpBIE BCErla IOMOT'YT.

N

NudopmannonHas naMaTKa A5 00y4aroIuXcs IS pa3MelleHnst Ha 0puIraabHbIX
HNHuTepHeT-pecypcax

C KaXJbpIM roJIOM MOJIOJIEKH B MHTEPHETE CTAHOBUTHCA OOJIBIIIE, a IIKOJIBHUKU OJHU U3 CaMbIX
AaKTHBHBIX IOJIb30BaTenel Pynera. Mex iy TeM, TOMUMO OIPOMHOI'O KOJIMYECTBA BO3MOKHOCTEH,
UHTEpHET HeceT U MpobeMbl. JTa MaMsATKa J0JDKHA TOMOYb TeOe 0€301MacHO HaXOAUTHCS B CETH.

Komnbrorepabie BUPYyChbI

Komnvromepnutii upyc - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IPOrpaMM, OTJIIMYUTEIBHON
OCOOEHHOCTBIO KOTOPOHl SIBJISIETCS CIIOCOOHOCTh K Pa3MHOXEHHIO. B JoMonHeHune K 3ToMmy,
BUPYCHI MOT'YT MTOBPEAUTDH WM TOJTHOCTBIO YHUUTOXXUTH BCe (haiIbl U JaHHBIE, TOAKOHTPOJIbHBIE
M0JIb30BATENI0, OT UMEHH KOTOPOTo ObLIa 3amyllieHa 3apakeHHas MporpamMma, a Takke MOBPEeIUTh
WIHM JJa)kKe YHUYTOXKUTH OINEPAllMOHHYI0 CUCTEMY €O BceMH (ailiiamu B 1ienoM. B OonblmHCTBE
CJIy4aeB pacHpOCTPaHSIOTCS BUPYCHI UYEPE3 UHTEPHET.

Memooul 3auumeul om 6pedoHOCHBIX NPOZPAMM:



1. Ucnionb3yii cCOBpeMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPHE3HBINA YPOBEHB 3AIUTHI OT
BPEIOHOCHBIX IIPOTPaMM;

2. IlocrosHHO ycTaHaBiMBail mayTH (UU(pOBBIE 3aIlIaTKH, KOTOPbIE AaBTOMAaTUYECKU
YCTaHABJIMBAIOTCS C IIEITBIO TOPAOOTKH MPOrpaMMBbl) U Ipyrue 0OHOBIIEHUS CBOCH ONEepallnOHHOM
cucteMbl. CkauuBaii UX TOJIBKO ¢ oduimanpHOro cairta paspadorunka OC. Eciu cymectByer
PEKHUM aBTOMATHYECKOTO OOHOBJICHUSI, BKIIOYH €T0;

3. Paborail Ha cBOEM KOMIIbIOTEpPE MO/ PaBaMU I0JIb30BaTEINs, @ HE aAMUHHUCTpATOpa. JTO HE
HIO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX HMPOTPaMM HWHCTAIZIMPOBATHCS HA TBOEM IEPCOHATBHOM
KOMITBIOTEPE;

4. Hcnonp3yil aHTHBHPYCHBIE IIPOTPaMMHBIE IPOAYKTHl H3BECTHBIX IPOU3BOAUTEIICH, C
aBTOMAaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpannyp (HU3HYECKHA JOCTYI K KOMITBIOTEPY IS TOCTOPOHHUX JIHIL;

6. Vcnonp3yld BHENIHHE HOCUTENM WHPOpPMAlWHU, Takue Kak Quienmka, AUCK wid (ain u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbiBaii KOMIIBIOTEpHBIE (hAIIbI, TTOyYeHHBIE U3 HEHA/IEKHBIX HUCTOYHHUKOB. Jlaxe Te
Gaiinbl, KOTOpbIE pUCIAT TBOM 3HAKOMBIN. JIyyllle yTouHHM y HEro, OTHPABJISII JIU OH TeOe UX.

Cerun WI-FI

Wi-Fi - a0 He BUI mepeaun TaHHBIX, HE TEXHOJIOTHSI, @ BCETo JIUIIbL OpeHn, Mapka. Ere B 1991
roly HujepiaHjackas KommaHusa 3apeructpupoBana Openy «WECA», uro o6o3Hauano
cioBocoueTanue «Wireless Fidelity», KoTOpbIif mepeBoAUTCS Kak «OecIpOBOIHAS TOYHOCTD.

Jlo Hamero BpeMeHH Jomuia apyras abOpeBuaTypa, KOTopasl SBISCTCS TaKOW YK€ TEXHOJIOTHEH.
Oto abbpeBuarypa «Wi-Fi». Takoe Ha3zBaHue ObLTO AAaHO ¢ HAMEKOM Ha CTaHIAPT BBICIIUI
3BykoBo# TexHUKH Hi-Fi, uTo B mepeBosie 03Ha4yaeT «BbICOKAs TOUHOCTHY.

Ja, OecnnaTHBI MHTEpPHET-IOCTYN B Kade, OTENsiX U adporoprax SBISETCS OTIMYHOU
BO3MOKHOCTBIO BbIXO/1a B MHTEpHET. HO MHOTHE 3KCIIepThI CUMTAOT, YTO 001Ief0cTymHbIe Wi-Fi
CETH HE SIBIISIOTCS O€30MacCHBIMHU.

Cosempl no oezonacnocmu pabome 6 oowedocmynusix cemsax Wi-fi:

1. He mepenaBaii cBoro mruHyr0 nHMopmMaiuio yepe3 oomenoctymnubie Wi-Fi cetu. PaboTas B HUX,
’KeJIaTeIbHO HE BBOJIUTH MAPOJIH JOCTYIIA, JIOTHHBI M KaKWe-TO HOMEpa;

2. HWcnone3yil u OOHOBIANW aHTHUBHPYCHBIE INporpaMMmbl M OpanHamayep. Tem caMbIM Thbl
oOe3onacuib ceds 0T 3aKaYKU BHUPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnons3oBanun Wi-Fi otkmoun ¢pynkuuio «OO0mmid noctyn K (ainaM u nmpuHTepam».
JanHas QyHKIHS 3aKphITa 10 YMOITYaHHIO, OJTHAKO HEKOTOPHIE ITOJIb30BATENN aKTHBUPYIOT €7 IS
y100CTBa UCIONIB30BaHMS B paboTe Ui yueoe;

4. He ucnons3yi nyosmunbiii WI-FI ayis mepenayum TUYHBIX JaHHBIX, HAllpUMEp M7 BBIXOJa B
COIMAJIbHBIE CETU UJIU B JIEKTPOHHYIO MOYTY;



5. Ucnonw3yii Tonbko 3amumenHoe coenqunenue yepe3 HTTPS, a ue HTTP, 1.e. npu Habope BeO-
azpeca BBOIM UMEHHO «https://»;

6. B mobunibHOM Tenedone otkimtoun pynkiuio «lloakmrouenue k Wi-Fi aBromarnueckn». He
JIOITyCKai aBTOMaTHYECKOTO MOIKIIIOUEHHUS YCTpoiicTBa K ceTsiMm Wi-Fi 6e3 TBoero cornacus.

COIII/Ia.]'[]:HbIe CeTH

ComnuayibHble CETH aKTHBHO BXOJSAT B HAIy JKW3Hb, MHOTHE JIFOJM pabOTAIOT M JKUBYT Tam
noctosiHHO, a B Facebook yke 3apeructpupoBaH MIILTHApP] YEIOBEK, YTO SIBISETCS OIHOU
CeIbMOI BCEX JKUTENEH IUTaHeThbl. MHOIHME IMOJIb30BATEIM HE MOHHUMAIOT, 4TO HH(MOpMaIus,
pasMCiCHHad UMW B CONHUAJIBHBIX CETAX, MOKCT 6BITB Haﬁ[[eHa " HCIIOJIb30BaHAa KEM YIroJHO, B
TOM YHCJIE HE 0053aTe/IbHO ¢ OJIariMK HAaMEPEHHUSIMU.

Ocnogénble coeemnl no 6e30nACHOCMU 8 COUUAIIbBHBIX cemAaXxX.:

1. Orpannub cnucok Jpy3eil. Y TeOs B Opy3bsiX HE JOKHO OBITh CIydalHBIX U HE3HAKOMBIX
JIIOJIEH;

2. 3ammiai cBOI YacTHYIO Xu3Hb. He ykaspiBall mapomu, TenedoHbl, aapeca, AaTy TBOETO
POXICHUS W APYTYIO JWYHY0 WH(GOPMANUI0. 3TOYMBIIUICHHHKH MOTYT HCIIOJIb30BaTh JIAaXKe
MH(OPMAILIHIO O TOM, KaK Thl U TBOU POJIUTEIN TUIAHUPYETE MPOBECTH KAHUKYJIBI,

3. 3ammiait cBOIO penyTaluio - AepkKH €€ B UUCTOTE U 3a7aBail cebe BOMpOC: X0Ted OblI Thl, YTOObI
JIpyrue TMOJb30BaTelId BUIEIH, YTO Thl 3arpyxkaems? Ilomymaii, mnpexae dYemM YTO-TO
OIyOJIMKOBATh, HAMMKMCATh U 3aTPY3UTh;

4. Ecni TBI TOBOpHULIB C JIFOJABMH, KOTOPBIX HE 3HACIIb, HE UCIOJb3YH CBOE pEAJIbHOE MMS U
JIPYTYIO JTUUHYIO HHPOPMAIH: UMsI, MECTO KUTEJIbCTBA, MECTO yUeObl U MpOYeEe;

5. MN30eraii pasmemenus ¢otorpaduii B MHTEepHETe, rie Thl M300pa’keH HAa MECTHOCTH, IO
KOTOPOM MO>KHO OIPENEIUTHh TBOE MECTOIOJIOKEHHUE;

6. Ilpu perucrtpanuu B COLUMATBHONW CETH HEOOXOAMMO HCIIOJIB30BaTh CIIOKHBIE MapOJIH,
cocrosmue u3 OykB ¥ (P U C KOTUIECTBOM 3HAKOB HE MEHee §;

7. i colManbHOM CETH, TIOYTHI U JPYTUX CANTOB HEOOXOJAMMO UCIOJIb30BATh Pa3HbIC MAPOIIH.
Torna ecinu Te0s1 B3IOMAIOT, TO 3JI0YMBIIIJICHHUKH TTOJTYYaT JOCTYIT TOJIBKO K OTHOMY MECTY, a He
BO BCE Cpa3y.

JJIeKTPOHHBbIE IeHbI' U

dnekmpounsvie O0envbcu — HTO OYEHb YIOOHBIM cmocob I1uIaTexei, OJHAaKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTST MOJYYUTh 3TH JE€HBIH.

SHCKTpOHHLIC JCHbI'M IIOABUJIIMCH COBCEM HCAABHO MW HMCHHO H3-3a 3TOI'O BO MHOI'HMX
rocyaapCTBax A0 CHUX IIOP HE NPOIHCAHO ITPO HUX B 3aKOHAX.

B Poccun xe oHu (yHKIMOHHMPYIOT M O HUX YK€ MPOMHUCAHO B 3aKOHE, TJIe X pa3AeisioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIC Y HE aHOHHMMHBbIE. Pa3HHMIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3penraercss MpPOBOJAUTH oOmepanuu 0e3 HASHTH(PHUKALKWK TOJIb30BaTeNsd, a B HE
QHOHUMHBIX UACHTU(PHUKALMY TI0Ib30BATEINS ABISETCSA 00s3aTEIBbHOM.



Taxoke cieayeT pa3indarh JIEKTPOHHBIE (PMATHBIE IEHBIU (PaBHBI TOCYIaPCTBEHHBIM BAJIOTaM)
U DJIEKTPOHHbIE He(puaTHbIe NEHbI (HE paBHBI TOCYAaPCTBEHHBIM BaJIIOTaM).

OcHogénble coeembl no 6€30NACHOIL paﬁome C IJIEKIMPOHHbIMU oeHveamu:

1. IlpuBsbkum K cuery MOOWIBHBIN TeneoH. DTO camblii yAOOHBIM M OBICTPBIH CHOCOO
BOCCTAaHOBUTH JIOCTYN K cueTy. llpuBsi3aHHBIA TeieoH MOMOXKET, eciau 3alynenib CBOMH
MJIATEKHBINA MapOJIb WU 3aiiIeIb Ha CAUT C HE3HAKOMOI'O YCTPOICTBA;

2. Ucnonw3yit ogHopa3osbie napoiu. [locne nepexona Ha yCUICHHYIO aBTOpHU3aLIMIO Te0e yiKe He
OyIeT yrposkaTh OMACHOCTh KPaXKU WIIM MepexBaTa IIaTeKHOr0 mapoJis;

3. BoeibGepu cnoxsblli mapodib. IlpecTynmHukaMm OyaeT HE MPOCTO yraaaTh CIOXKHBIA TMapoJib.
HanexHple maposm — 3T0 MapoJin, KOTOPBIE COJIEpKaT HE MEHee 8 3HAKOB M BKJIIOYAIOT B ceOs
CTPOYHBIE U MPOMHUCHBIE OYKBBI, UG PHI K HECKOJIBKO CUMBOJIOB, TAKKE KaK 3HAK J0JIapa, GyHTa,
BOCKJIMIIATENbHBIN 3HaK U T.11. Hampumep, StROng!;;

4. He BBOAM CBOM JINYHBIE JaHHbIE HAa CaliTaX, KOTOPHIM HE J10BEPSIEILb.
DJIeKTPOHHAA MOYTA

dnekmponnas nouma — 3TO TEXHOJOTHS U NPEIOCTABIIsEMbIE €10 YCIYTU IO IEepechUIKEe U
MOJYYCHUIO DIJIEKTPOHHBIX COOOIIEHHIA, KOTOpPBIE PACHPEENIOTCS B KOMITBIOTEPHOH CETH.
OOBIYHO ~ BJIEKTPOHHBI  MOYTOBBIM  SAIIMK  BBIDJISIAUT — CIEAyOLMM  oOpa3oM:
UMs_TIONIb30BATEISI(@UMSL_JOMeHa. Takke KpoMme Iepeladyd MpOCTOr0 TEKCTa, HMEETCs
BO3MOKHOCTb IepeiaBaTh (paiiibl.

OcHoeHble coéembl no Ge30nacHoll paﬁome C 3ﬂeKmp0HHOﬁ noumoii:

1. Hago BBIOpaTh mpaBUIIBHBIA IOYTOBBIM cepBUC. B HHTEpHETE €cTb OrpOMHBIA BBIOOP
OecIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIydlle JOBEPSTh TEM, KOTO 3Haellb U KTO MEpBBIHA B
peuTHHrE;

2. He yxa3piBall B JM4YHOM mnouTte nu4Hyro uHGpopmauutoo. Hampumep, nydimie BbIOparh
«My3bIKaJbHBINA _(paHaT@» unn «pok2013» Bmecto «remal3»;

3. Ucnonp3yil ABYXATalHYI0 aBTOPU3ALMIO. JTO KOIZa IOMHUMO IapoJisi HYHO BBOAMTH KOZ,
IpUChUTaeMbIi 0 SMS;

4. Beibepu cnoxHBIA Tapoib. [ KaKI0ro MOYTOBOTO SIIUKA OJKEH ObITh CBOW Ha/IE)KHBIH,
YCTOWYHMBBIN K B3JIOMY 1apOJIb;

5. Ecnm ecTh BO3MOXHOCTb HamucaTh CaMOMYy CBOM JIMYHBIA BOIPOC, HCIOJIB3YH 3Ty
BO3MOKHOCTB;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBBIi [UIsl YaCTHON MEPENHUCKH C agpecaTamy,
KOTOPBIM ThI JIOBEPSECIIb. DTO MEKTPOHHBIN aJipec He Ha/I0 HUCII0JIb30BaTh MPU pEerucTpanuy Ha
dopymax u caiitax;

7. He oTkphIBaii (aitipl u Apyrue BIOKSHHUS B MHCbMaX JTa)Ke €CJIM OHH MTPUIILTH OT TBOMX JIPY3eH.
Jlydie yTOYHM y HUX, OTHPABJISUIN JIU OHU TeOe 3TH (hailibr;



8. Ilocne oxoHuaHus pabOTHI HA MOYTOBOM CEPBHUCE IMEpel 3aKPhITHEM BKIAJKU C CANTOM HE
3a0yap HaXXaTh Ha «BBIATHY.

Ku6epOy/uIMHT MM BUPTYaJibHOE U3/1€BATEJIbCTBO

Kubepoynnunz — rmpecneioBaHue COOOIICHUSMH, COACPIKAIIMMU OCKOPOJICHUS, arpecculo,
3alyruBaHue; XyJIUTraHCTBO; COIMATbHOE OOWKOTHPOBAHME C MOMOINBIO Pa3IMYHBIX HHTEPHET-
CEpPBHUCOB.

Ocnosnvle cogemul no 60pvoe c KubepoyIIUHZOM:

1. He 6pocaiics B 60#. JIyummii crioco0: MOCOBETOBATHCS KaK ce0sl BECTH U, €CITM HET TOTO, K KOMY
MOYKHO OOpaTHTHCS, TO BHAYalIe yCIMOKOUTHCS. ECIM ThI HaYHEIIb OTBEYaTh OCKOPOJICHUSIMHU Ha
OCKOPOJICHUS, TO TOJIBKO e1e OOJIbINe Pa30XkKeIb KOH(IUKT;

2. YopaBinsii cBoel kubeppenyrauuei;

3. AHOHMMHOCTb B ceTd MHUMas. CyIlleCTBYIOT CIIOCOOBI BBIICHUTb, KTO CTOUT 3a aHOHUMHBIM
AKKayHTOM;

4. He crouT BecTH XyJIHTaHCKUI 00pa3 BUPTyainbHOU Xu3HHU. HTEpHET (DuKCHpyeT Bce TBOU
JeMCTBUS M COXpaHsAET UX. Y JaluTh UX OyAeT KpaiHe 3aTpyIHUTEIbHO;

5. CoGmroziait cBOM BUPTYaJIbHYIO YECTh CMOJIOAY;

6. UrHopupyil enuHuuyHblii HeraTuB. OJHOpPa30BbIE OCKOPOMUTEIbHBIE COOOIICHUS JIyyllle
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha HayaJlbHOW CTa UM,

7. ban arpeccopa. B nmporpammax oOMeHa MIHOBEHHBIMH COOOILEHHUSMH, B COLIUAIBHBIX CETAX
€CTh BO3MOYKHOCTb OJIOKHPOBKH OTIIPABKU COOOILEHHI € ONPECIIEHHBIX aPECOB;

8. Ecnu ThI cBuzaerens kuOepOyiinHra. TBou JEHCTBUS: BBICTYIUTH MPOTHUB IMpECieoBaTels,
[I0Ka3aTh €MY, YTO €ro JEHCTBUs OLEHUBAIOTCS HETATUBHO, IOJEPKATh KEPTBY, KOTOPOM HYKHA
MICUXOJIOTHYECKast MOMOIb, COOOIIUTH B3POCIBIM O (DaKTe arpecCUBHOTO MOBEJEHUS B CETH.

MoOunbHbIi Tes1eoH

CoBpemeHnHble cMapTHOHBI U IJIAHIIETHI COIEPKAT B ce0e BIOJIHE B3pPOCIBIA (YHKIIMOHAM, U
TElepp OHM MOTYT KOHKYpHpOBAaTh CO CTAallMOHAPHBIMM KommbroTepamMu. OJHAKO, CpPEICTB
3aIIUTHI AJIs TOJOOHBIX YCTPOMCTB MMOKa OYeHb Majio. TeCTUpOBaHUE U TIOUCK YSI3BUMOCTEH B HUX

MMPOUCXOAUT HE TaK MHTCHCUBHO, KaK IJId HK, TO K€ CaMO€ KacaeTcs 1 MOOMIILHBIX HpHHO)KeHHfI.

CoBpemeHHbIE MOOUITbHBIE Opay3epbl yKe MPAKTUYECKU JOTHAIM HACTOJIbHBIE aHAJIOTH, OJJHAKO
pacupenue (GyHKIIMOHAJa BIICUET 3a cO00 OOJIBIIYIO CI0KHOCTh U MEHBIIYIO 3aLIUIIEHHOCTD.

llaneKo HE BCC TMPOU3ZBOAUTCIIN BBIITYCKAIOT O6HOBJ’IeHI/I$[, 3aKPBIBAOIINE KPHUTHUYCCKUC
YA3BUMOCTHU [JIA CBOUX YCTpOﬁCTB.

Ocnosnvle cogemul 011 6€30NACHOCHIU MOOUILHO20 MenedhoHa:

1. Huuero He sBIseTCS MO-HACTOSIIEMY OECIUIaTHBIM. Bylb OCTOpOXKeH, Belab Korma Tede
npeiaraT OecryiaTHbIH KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKUE-TO IUIaTHBIE YCIYTH;



2. Jlymaii, mpexae uyem otnpaButb SMS, ¢poTto uinu Buaeo. Tol TOUHO 3HAEIb, I1Ie OHU OyayT B
KOHEYHOM HUTOre?

3. Heo0x0aumMo 0OHOBIISATH ONMEPAMOHHYIO0 CUCTEMY TBOETO cMapThOHa;
4. Ucnionb3yit aHTUBUPYCHBIE TPOIPAMMBI JIJIsl MOOMIIBHBIX TEIEe()OHOB;

5. He 3arpyxail NpUIOKEHUS OT HEU3BECTHOIO HCTOYHUKA, BEAb OHU MOTYT COJEPXkKaThb
BPEIOHOCHOE MPOrpaMMHOe 00ecreYeHue;

6. [Tocne Toro Kak Thl BBIMACIIB C CaiiTa, TJIe BBOAWUJI JIMYHYIO HH(POPMAIINIO, 3ai 11 B HACTPOUKHU
Opaysepa u ynanu cookies;

7. Ilepnoanuecku NpoBepsid KaKKe IJIaTHBIE YCIYTHM aKTHBUPOBAaHbI HA TBOEM HOMEDE;

8. HaBaii cBOil HOMep MOOMIBHOrO Tesie(oHa TONBKO IIOJSM, KOTOPBIX Thl 3HACIHIb U KOMY
JIOBEPSICIIIb;

9. Bluetooth nomkeH OBITh BBIKJIIOYEH, KOTJIa ThI UM HE ToJb3yemibes. He 3a0biBaii mHOTIA
IPOBEPATH 3TO.

Online urpsi

Coepemennvle OHNAIH-UZPBL - TO KPACOUHBIC, 3aXBaTHIBAIOIINE Pa3BICUCHUS, 00HEIUHSIIOIINE
COTHHU THICSAY YENIOBEK MO BceMy MHpY. Urpoku ucciaenyroT JaHHBIA UM MUP, OOIIAOTCS APYT C
APYroMm, BBIITOJHAIOT 3aJIaHUA, CPAKAIOTCSA C MOHCTpAMHU U IMOJTYHarOT OIIBIT. 3a YAOBOJBCTBUC OHH
IUIATAT: MOKYMAIOT JUCK, OTNIAYUBAOT a00OHEMEHT WJIM MPUOOPETAIOT KaKUe-TO OMIIHH.

Bce a1u cpeactBa uayT Ha MOJAEpKAHUE W PA3BUTHE UTPHI, a TaKKe Ha caMy 0€30MacHOCTb:
COBCPHICHCTBYIOTCA CUCTEMBI aBTOpPU3al[MH, BBIITYCKAIOTCA HOBBIC ITAaTYU (III/I(prBBIG 3aIlIaTKu

JUIS IPOTPaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,I[O6HBIX HUrpax CTOUT OIIaCaTbCA HEC CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaKHU TBOCTO
napoJisi, Ha KOTOpOM OCHOBAaHA CUCTEMaA aBTOpHU3alluA OONBIIMHCTBA urp.

OcHoegHble coéembl NO 6e30NACHOCHU MEOe20 uz2po6o2o akkaynma.:

1. Ecnu npyroit urpok Beaer cels IUI0OXO MM cO37aeT Tebe HeMpPUATHOCTH, 3a0JIOKUPYH ero B
CIIFICKE UTPOKOB;

2. Ioxamyiics aJIMHHHCTPAaTOpaM WIPbl Ha IUIOXOE IOBEJAEHUE JTOr0 WIPOKA, XKENATEeIbHO
MIPUJIOKUTB KAKUE-TO JOKA3aTeNIbCTBA B BUIE CKPUHOB;

3. He yka3biBaii 1uuHyt0 HHGOpMaIuio B mpodaiiie urpsl;
4. YBaxail Ipyrux y4aCTHHKOB IO UIPE;
5. He yctanaBnuBaii Heo(umaabHpIe TATYH U MOJIBI,

6. Mcnionp3yil ClI0KHBIE U pa3HbIE ApOJIH;



7. Jlasxe BO BpeMsl UTPbl HE CTOUT OTKJIIOYATh aHTUBUPYC. 1I0Ka ThI Urpaenis, TBOM KOMIIBIOTED
MOTYT 3apa3UTh.

OUuIMHT WIN Kpaka JUIHbIX JAHHBIX

OOBIYHOM Kpameﬁ ACHET U JOKYMCHTOB CEroaHsA YXE€ HHKOIo HE€ YAWBHIIb, HO C Pa3sBUTHUEM
I/IHTepHeT-TeXHOHOFI/Iﬁ 3JIOYMBIIIJICHHUKH TICPEMCCTHIIMCh B HUHTCPHCT, W MIPOAOJDKAIOT
3aHUMAThCS «TIOOHUMBIMY JCJIOM.

Tak nosiBUIach HOBAst YTpo3a: MHTEPHET-MOIIEHHIYECTBA UM (PUILUHT, TIaBHAS LEJIb KOTOPOTO
COCTOHT B TOJIyYCHUH KOH(DHICHIINAIBHBIX JaHHBIX I10JIb30BATENICH — JIOTMHOB U napoJjei. Ha
aHrnuiickom s3bike phishing yutaercs kak gummuar (ot fishing — peiObnas nosis, password —
1apoJib).

Ocnosnvle cogemul no 60pvoe c pumunzom:

1. Crnequ 3a cBOMM akkayHTOM. Eciii Tl mojo3peBaelib, 4To TBOSI aHKeTa ObLia B3jlOMaHa, TO
HE00X0IMMO 3a0JIOKHPOBATh €€ U COOOIIUTh aJAMUHUCTPATOpPaM pecypca 00 3TOM KaK MOXKHO
cKopee;

2. Ucnonb3yit 6e30macHbie BeO-CAThI, B TOM YHCJIC, MHTEPHET-Mara3nHOB U TIOMCKOBBIX CUCTEM;

3. Hcnonw3yil CclOXHBIE W pasHble Mapoiau. Takum o00pa3oMm, ecim TeOsl B3JIOMAIOT, TO
37IOYMBIIUIEHHUKH MOIYyYaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPO(]UITIO B CETH, a HE KO BCEM,;

4. Ecnu Tebs B3MOMamd, TO HEOOXOAUMO MPEAYNpPEeIuTh BCEX CBOMX 3HAKOMBIX, KOTOpHIC
N00aBJIEHBI Y T€0SI B IPY3bSAX, O TOM, YTO T€Os B3JIOMAIH U, BO3MOXKHO, OT TBOET0 UMEHU Oy/IeT
pacchuIaThCs CllaM M CCHUIKU Ha (PUITUHTOBBIE CAlTHI;

5. YcranoBu HazaexHbli napois (PIN) Ha MoOuIbHBIN TenedoH;
6. OTKII0YM cOXpaHEHHE MapoJs B Opaysepe;

7. He oTkpsiBail (haiiasl ¥ Apyrue BIOKEHUS B MMCbMaX JAa)Ke €CJIM OHU IPUIIUIA OT TBOUX JIPY3€EH.
Jly4ie yTOYHM y HUX, OTHPABIISUIN JIU OHU TeOe 3TH (paitibl.

Hudposas penyranus

HudpoBasi pemyrauusi - 3TO HEraTUBHAs WM TO3WTHBHAas MHQOpMAIUs B CeTH O Tebe.
Komnpomerupyromas uHpoOpManus pa3MelleHHass B HMHTEPHETE MOXKET Cephe3HbIM 00pa3oM
OTpa3uThCs Ha TBOEH peanbHOU ku3HU. «[ludpoBas pemyranus» - 370 TBOM UMHIK, KOTOPBIN
dopmupyercs u3 uHdopMalu o Tebe B MHTEPHETE.

TBoe mecto KUTCIILCTBA, y‘-ICGLI, TBOC (I)I/IHaHCOBOC ITOJIOXKCHHUC, 0COOEHHOCTH XapakTepa U
paccka3bl O OJU3KHUX - BCE 3TO HAKAIJIMBAETCSA B CETH.

MHorue MoAPOCTKH JIETKOMBICIEHHO OTHOCATCS K MYONUKAalUM JUYHOW HH(pOpMalMU B
WuTepHeTe, He TOHUMas BO3MOXHBIX IMTOCIIEACTBUN. ThI JaXke He CMOXKEIb J0TaaThCst O TOM, YTO
¢dororpadus, pazmerieHHas 5 eT Ha3aj, cTajla MPUYUHON OTKa3a MPUHATH TeOs Ha paboTy.

KommenTapuu, pa3menienue TBoux QGororpaduil U qpyrue ASUCTBUS MOTYT HE HCUE3HYTh JaKe
MocJie TOT0, KaK Thl UX yJaluilb. Thl HE 3HaCIlIb, KTO COXPAaHWJ 3Ty HHPOPMAIIHIO, [T0oMalia U OHa



B TIOMCKOBBIE CUCTEMBI M COXPAHUJIACh JIM OHA, a IJIaBHOE: YTO MOAYMAIOT O Tebe OKpyXkarolee
JIIOIM, KOTOPBIE HAAYT U YBUIAT 3T0. HaliT MHpOpMaIiio MHOTO JIET CITYCTS CMOXET JIH000H -
KaK 13 100pBIX MOOYKICHHIA, TAK U C HAMEPEHUEM IPUYHHUTH BPEl. DTO MOXKET ObITh KTO YTOTHO.

OcHosHble coeemul no 3aujume yuPpPosoll penymayuu:

1. [Moxymaii, mpesx/ie 4eM 4To-TO MyOJIMKOBATh U NepeaaBarh y ce0s B 010Te UM B COLUAIBHON
CeTH;

2. B Hacrpoiikax Tpo¢uisi yCTaHOBH OTPAaHUYCHHS HA IMPOCMOTP TBOETO NPOGUIS U €ro
COAEP)KUMOTO, CIeal €ro TOJbKO IS IPYy3eh»;

3. He pa3memiaii u He yka3blBail MH(pOpPMAIUIO, KOTOpas MOXKET KOTro-JIH00 OCKOPOJIATh WU
00MXKaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE NIKOJIbHUKHN- aKTUBHBIE [10JIb30BaTEIN LU POBOro npocrpancTsa. OHAKO aleKo
HE BCE 3HAIOT, 4YTO IIOJIb30BAHHE MHOTHMH BO3MOXXHOCTSAMH IU(PPOBOrO MHUpa TpedyeT
COOJIIO/ICHHS ITPAB HA MHTEJJIEKTYAIbHYIO COOCTBEHHOCTD.

TepMUH «MHTENIEKTyaldbHass COOCTBEHHOCTb» OTHOCUTCS K  DPAa3IMYHBIM  TBOPEHUSIM
YEJI0BEUECKOr0 yMa, HauMHasi ¢ HOBBIX M300pPETeHUN M 3HAKOB, 0003HAYAIONIUX COOCTBEHHOCTh
HAa TMPOIYKTHl M YCIyT'HW , W 3aKaH4yuBas KHHUramu, Qororpadusmu, KUHOUIBMAMHU U
MY3bIKaJIbHBIMU TTPOU3BEICHUSMH.

ABTOpCKHE IpaBa - 3TO IpaBa Ha UHTEIJIEKTYyaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEJICHUS HAYKH,
JUTEPAaTyppl U MCKYCCTBAa. ABTOPCKHE IpaBa BBICTYNAIOT B KadeCTBE TIapaHTUU TOTO, YTO
MHTEJJIEKTYaJIbHBIA/TBOPUECKUN TPyA aBTOpa He OyleT HampacHbBIM, AAcT €My CIIpaBeIUBbIE
BO3MOXKHOCTH 3apa00TaTh Ha pe3yibTaTax CBOErO TPYy/a, MOJYyYUTh WU3BECTHOCTh U MpPU3HAHUE.
Huxkro 6e3 pa3perienust aBTopa He MOKET BOCIIPOU3BOAMTD €0 IPOU3BEIEHUE, PACIIPOCTPAHATD,
nyOoJIMYHO JIEMOHCTPUPOBATh, MpPOAABaTh, HWMIOPTHPOBATH, IyCKaTb B MPOKAT, MYyOJIWYHO
UCIIOJIHSATH, IOKA3bIBATH/UCIIOJIHATD B 3(Upe WU pa3MelaTtsh B IHTepHeTe.

Mcnonb30BaHuE «ITUPATCKOT0» MPOrPaMMHOT0 00eCTIeYeHUsI MOKET IPUBECTH K MHOTHM PUCKaM:
OT MOTEPHU AAHHBIX K TBOUM aKKayHTaM J10 OJIOKMPOBKHU TBOETO YCTPOICTBA, IJI€ YCTAHOBICHHBIN
He JieranbHas nporpamma. He cTouT Takke 3a0bIBaTh, UTO CYIIECTBYET JIeTallbHbIE M OecIIaTHbIE
IIPOrpaMMBbl, KOTOPbIE MOXKHO HANTH B CETH.



